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I. INTRODUCTION  

The blend of Internet and ecommerce has created a modern, highly effective and profitable online 

world. The feasibilities provided by e-commerce have rapidly changed the way corporations, as 

well as customers and governments interact. The use of e-commerce in micro and small companies 

and a notable blow on firm results in the services industries. The United States and China are the 

leading foreign actors and e-commerce firms calculated by online revenues. These include 

Amazon.com (US), JD.com (China), Dell (US) and Jia.com (China). These are businesses. 

Enterprises such as the Alibaba Group (China), eBay (US) and Rakuten (Japan) have the potential 

to sell their products and services online to individuals and small businesses. In 2013, Alibaba 

Group, followed by Amazon and eBay were the leading e-commerce firms in terms of gross 

product value. Electronic commerce firms have undeniably generated a proven number of 

prospective advantages, such as improving consumer access to and access, lower business costs 

for consumers and suppliers as well as enhancing domestic and industry productivity and 

international value chains.  

 

II. LITERATURE REVIEW  

In various versions, researchers described e-commerce. By using the OECD edition, e-commerce 

may be described as: "Selling or buying products or services by way of a particular procedure for 

the receipt or placement of orders via computer networks. These methods order the products or 

services, but payment and final distribution of the goods or services must not be carried out 

electronically. Electronic commerce may take place among businesses, households, citizens, 

governmental bodies and other private or public organisations. Online, extranet and electronic data 

exchange orders need to be included. The category is defined by the way the order is set. There 

are four types of e-mail: business into industry (B2B), business for customer (B2C), customer to 

market (C2C) and business to government ( B2 G). There are three forms of e-commerce: business 

to business (B2B), business-to - consumer (B2C). Although the mainstream research tends to be 

based on B2C without distinguishing between B2C and C2C, it has been found that ecommerce is 

more common. 
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A. The B2B can be defined as an operation between companies, e.g. a wholesale individual or a 

retailer or between a producer and a wholesale individual. B 2B can be defined as an operation 

between companies. The overall valuation for the sector is projected by UNCTAD to be over $15 

trillion in 2013.  

B. Business-to-consumer (B2C) B2C is the selling of e-commerce firms for "pure-play." Both 

online buyers and sales are measuring China as the largest international e-commerce B2C market 

and the market is rapidly growing, in particular in Asia and Africa. The wide spectrum of networks, 

such as dedicated e-commerce websites, social networking, multitudinous outlets and smartphone 

apps, enables customers to be reached.  

C. Consumer-to-consumer (C2C) C2C is a modern form of classified newspaper or public sales 

marketing. It offers a forum for casual businesses to participate in e-commerce. In general , online 

public purchases and purchases cover C22 such as eBay or Taobao.  

D. Business-to-government (B2G) The B2 G transaction is similar to B2B, except the customers 

are a government agency instead of corporation. Public e-contracting is an example of this field.  

 

III. RESEARCH METHODOLOGY  

Most of the secondary data used in this analysis are papers and structured studies. Recent scholarly 

papers from 2011 to 2015 have been chosen. The IEEE and ScienceDirect databases used. The 

first forum for gathering related papers was the Google Scholar. Each journal's content was 

scanned and compiled afterwards. This study did not derive any new model or structure.  

 

IV. CHALLENGES  

A. Faith  

The faith between sellers and buyers play a key role in successful transactions in e-commerce. 

Yoon and Occena pointed out that trust in e-commerce is the fundamental issue. In e-commerce, 

trust is more critical compared with conventional trade because goods and services bought over 

the Internet are not reviewed instantly, and because e-commerce does not have laws or guidelines.  

B. Readiness Level 

1) The degree of e-commerce preparedness is yet another aspect. Kurnia et al. described the 

three levels of readiness that are organisational preparedness (OR), preparedness for 

industry (IR) and preparedness for the national level (NR).  
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2) The first level of readiness in the perceived benefits (PB) and perceived organisational 

resources and governance (PORaG) was described by Kurnia et al. PB is used to illustrate 

the benefits to an entity of any technology. The cost, danger, challenges, opportunities and 

compatibilities of innovation with current processes , culture, current requirements and 

infrastructure are taken into consideration in this context. In the meantime, PORaG refers 

to the organisational assumptions that involve financial, technology and human resources 

about the availability of resources.  

3) Industry readiness level In light of the fact that small- and medium-sized enterprises ( 

SMEs) have less power and control over large organisations, readiness to promote e-

commerce is indicative of readiness.  

4) National readiness level This level refers to the availability of ecommerce technologies 

services in a region.  

 

C. E-commerce Security  

Security in e-commerce has the same cyber security problems. The following measurements can 

be classified:  

✓ Integrity – ensure that no unauthorised parties alter or modify data or information and do 

not use it without the permission of the user.  

✓ Non-repudiation – ensure that no sales or transactions are refused.  

✓ Authentication-ensure the device is available only to approved persons.  

✓ Privacy – Cryption and non-compliance of sensitive data and information is essential.  

✓ Data security – the right to handle the word used to access and use private information.  

✓ Availability – software is still available and hardware systems operate correctly, and the 

machine can be easily restored in the event of a disaster.  

According to Ladan, security techniques for e-commerce deal only with two principal issues: 

preserving the integrity of the business network and internal processes, and safe transactions 

between the consumer and the seller.  

 

V. PROPOSED SOLUTIONS  

A. Trust Solutions  

Noor et al . introduced a social trade confidence system that included utility, ease of use, protection 

, safety, website and mouthword electronics. The study focused on e-commerce, which refers to 
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e-commerce as it is an E-commerce sub-set. Researchers claim that utility is such that it considers 

the usefulness of the user to the commercial site and that this aspect influences the decision and 

interpretation of the user for the business transaction. The next factor impacting online trust is ease 

of use.  

 

Yoon and Occena suggested that a notable effort must be made to boost the consistency of the 

website and to increase acceptance from third parties. Using gender and age as the control 

variables, their research is to investigate the trust in C2C ecommerce. The standard of an e-

commerce platform influencing younger generations to become real online customers. In order to 

reach different customer age goal, e-commerce firms can come up with another strategic approach. 

The TPR provides websites with the option of using third-party approval screenings such as 

TRUSTe or BBBOnline to back up the privacy screen as they are seen by users as relevant and 

more likely to supply personal data via the internet. The trust can be built by providing 

communities for firms targeting consumers over 40 years, which enable consumers to provide 

feedback as feedback and comments on customers can affect other customers. Additional 

researchers believe that family or friends' advice or words of speech are an important factor in 

credibility and trust. Zhang claimed that, the e-commerce trust factors can be calculated as: the 

object, service manner, and delivery time of goods or services, as defined by the website. The 

researcher listed the flaws in the Taobao rating system using Taobao.com as the model for the 

analysis. Taobao.com is the China’s largest C2C online marketplace where 90 percent of the 

transactions comes from China. Total transactions for 2011 amount to approximately Yuan 600 

billion. Since almost all C2C enterprises in China has been adopting the same trust models like 

Taobao, the researcher has proposed a few countermeasures; transaction price weight, time 

attenuation coefficient, and trust factors weighted to overcome the disadvantages of Taobao 

adopted trust models.  

 

B. Solution of preparedness  

Collaboration between business partners and the government should take place to enable 

businesses, in particular SMEs, to embrace e-commerce technologies. The government and 

industry partners must help small and medium-sized businesses develop and sustain their systems, 

national organisational capital and governance to respond well to e-commerce technologies. 

Politicians still have essential duties. Policymakers should become more conscious of business 
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requirements and processes. In addition, technical, human and financial capital should be given to 

allow e-commerce technology to be adopted.  

 

C. Security Solution 

Ladan emphasised that security measures should extend to any e-commerce system because it is 

one of the most important features of e-commerce. Security measures should apply at all levels, 

including corporate applications, internal corporate networks, front-end clients and servers, and 

interactions with data and information. Unauthorized access can be avoided by the installation and 

configuration of firewalls and the introduction of DMZ in company networks. Furthermore, 

network isolation, robust data encryption and the installation and configuration of IDS systems 

(Intrusion Detection System) will improve security.  

Matbouli and Gao have meanwhile identified five security steps to mitigate the danger posed by 

the security of e-commerce. The measures are:  

1) Education – customers must also take account of their awareness and knowledge of e-

commerce protection.  

2) Safe Socket Layer (SSL), which ensures confidentiality, data integrity, authentication and 

non-repudiation using public encryption in SSL.  

3) Personal ID Number (PIN) – use of email invites for the confirmation of each transaction.  

4) Personal firewalls-a firewall to secure a machine is essential  

5) Security policy – having a clear policy on security is an essential step towards protecting 

an e-commerce business.  

 

VI. CONCLUSION  

Given the rapid growth and effect of the digital economy on more industry, it is important to 

consider the solutions to the issues and challenges of e-commerce business that have been listed. 

Although e-commerce companies may be of any kind, they ultimately share the same problems 

and challenges.  
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